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AML/CFT RBS REGULATION FOR FINANCIAL
INSTITUTIONS F/Is

1. Background

It is MLPA, 2004 and CBN AML/CFT Regulation, 2009 that establish the requirements
for record-keeping and reporting by designated non-financial institutions, businesses &
professions, banks and other financial institutions to regulatory authorities. Relevant
provisions of the law and regulation were designed to help identify the source,
volume and movement of currency and other monetary instruments
transported or transmitted into or out of Nigeria, or deposited in financial
institutions in the country.

The enabling Act & Regulation under reference seek to achieve the objective by
requiring individuals, banks and other financial institutions to render politically
exposed persons returns and currency transaction reports (CTRs) to the CBN
(AML/CFT Office in Financial Policy & Regulation Department) and Nigerian Financial
Intelligence Unit (NFIU); to properly identify persons conducting transactions
and to maintain a paper trail by keeping appropriate records of their financial
transactions. Should the need arise, these records will enable law enforcement and
regulatory agencies to pursue investigations of criminal, tax & regulatory violations, and
provide useful evidence in prosecuting money laundering and other financial crimes.

The MLPA, 2004 and CBN AML/CFT Regulation, 2009 apply equally to all banks, other
financial institutions and persons that are under the regulatory purview of the CBN.
The law also imposes criminal liability on a person or financial institution that knowingly
assists in the laundering of money or fails to report suspicious transactions conducted
through it. The CBN AML/CFT Regulation also directs financial institutions to establish
and maintain procedures reasonably designed to ensure and monitor compliance with
the reporting and record-keeping requirements of the MLPA, 2004.

2. Suspicious Transaction Report

A financial institution is required to render a Suspicious Transaction Report (STR) to
NFIU and inform the CBN of same whenever it detects a known or suspected criminal
violation of MLPA or a suspicious transaction related to money laundering activity or a
violation of other laws & regulations.

The EFCC Act criminalizes the financing of terrorism. CBN AML/CFT Regulation, 2009
has also augmented the existing MLPA legal framework by strengthening customer
identification procedures, prohibiting financial institutions from engaging in business
with foreign shell banks, requiring financial institutions to have due diligence procedures
(in some cases, have enhanced due diligence (EDD) procedures for foreign
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correspondent and private banking accounts) and improving information sharing
between financial institutions and the law enforcement agencies (LEAs) and regulators.

3. MLPA & CBN AML/CFT Regulation

The Laws and Regulation provide for

i.  Financial institutions to have AML/CFT Program;

ii.  Civil and criminal penalties for money laundering to be imposed;

iii. CBN to impose sanctions for AML/CFT infractions committed by institutions
and persons in course of transactions;

iv.  Financial institutions to facilitate access to records and give prompt
response to regulatory requests for information; and

v. Financial institutions to consider their AML/CFT records when reviewing
mergers, acquisitions and other applications for business combinations.

Regulatory Agencies in Nigeria Financial Sector

The regulatory agencies are responsible for the oversight of the various financial
institutions operating in Nigeria, including foreign-owned subsidiaries of Nigerian banks
and other financial institutions. While the Corporate Affairs Commission (CAC) is
charged with the registration of banks and other financial institutions, the CBN is
responsible for licensing them. SEC & NAICOM license the capital market operators and
insurance businesses, respectively. The enabling statutes of these regulators require
them to review the AML/CFT Compliance Program at each examination of the regulated
institutions. They are also required to use the authority granted them under their Acts
to enforce compliance with appropriate rules and regulations, including compliance with
AML/CFT regulations.

These agencies require each institution under their supervisory purview to establish and
maintain AML/CFT Compliance Program. The program guards against money
laundering and terrorist financing transactions and ensures compliance with
and implementation of money laundering laws and regulations. Financial
institutions are required to take reasonable and prudent steps to combat money
laundering and terrorist financing and minimize their vulnerability to the risk associated
with such activities.

Financial institutions that have damaged their reputations will be required to pay civil
financial penalties for failing to implement adequate controls within their institutions as
a result of non-compliance with the MLPA & AML/CFT Regulation, 2009. In addition,
AML/CFT assessment is also required as part of application process, since AML/CFT
concerns will have an impact on the financial institution’s strategic plan. For this reason,
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the CBN shall accord high supervisory priority and provide guidance that assists the
regulated institutions in complying with the MLPA & AML/CFT Regulation.

The CBN shall ensure that the institutions under its supervisory purview understand the
importance of having an effective AML/CFT Compliance Program in place. Managements
of the regulated institutions are also required to be vigilant & ensure they have
AML/CFT Compliance Program, especially as business grows and new products and
services are introduced. To this end, an evaluation of the institution’s AML/CFT
Compliance Program and its compliance with the regulatory requirements of the
AML/CFT Regulation must be made an integral part of the supervisory process by both
the CBN and the institutions.

As part of a strong AML/CFT Compliance Program, the CBN shall ensure that a financial
institution has policies, procedures and processes to identify and report suspicious
transactions to NFIU and inform the CBN and the appropriate law enforcement agencies
as required by the AML/CFT Regulation. The Bank Examiners’ supervisory processes will
include assessing whether or not the financial institution has established the
appropriate policies, procedures and processes based on its money laundering risk in
order to identify and report suspicious transaction and that the AML/CFT reports
produced provide sufficient details to the law enforcement agencies to make such
reports useful for further investigation.

The CBN has specific powers to impose controls on transactions and freeze assets held
within Nigerian jurisdiction and sanctions are based on the provisions of Nigeria Laws,
United Nations and other international mandates. They are multilateral in scope and
involved close cooperation with allied governments and the financial institutions
concerned.

4. Money Laundering and Terrorist Financing

The MLPA & AML/CFT Regulation, 2009 are intended to safeguard Nigerian financial
system and other financial institutions that make up the system from the abuses of
financial crime, including money laundering, terrorist financing and other illicit financial
transactions. Money laundering and terrorist financing are financial crimes with
potentially devastating social and financial effects to the Nigerian and word economy.

From the profits of the narcotics trafficker to the assets looted from government coffers
by dishonest foreign & local officials, criminal proceeds have the power to corrupt and
ultimately destabilize communities or entire economy. Terrorist networks are able to
facilitate their activities if they have financial means and access to the financial system.
In both money laundering and terrorist financing, criminals can exploit loopholes and
other weaknesses in the legitimate financial system to launder criminal proceeds,



finance terrorism or conduct other illegal activities in order to ultimately hide the actual
purpose of their activity.

Financial institutions are required to develop, implement and maintain effective AML/
CFT Programs that address the ever-changing strategies of money launderers and
terrorists who attempt to gain access to the Nigerian financial system. A sound
AML/CFT Compliance Program is critical in deterring and preventing these types of
activities at or through banks and other financial institutions.

5. OVERVIEW OF ML/FT RISK ASSESSMENT

Customers and Entities

Any type of account is potentially vulnerable to money laundering or terrorist
financing. By the nature of their business, occupation or anticipated transaction
activity, certain customers and entities may pose specific risks. At this stage of the risk
assessment process, it is essential that the financial institution exercises judgment and
neither define nor treat all members of a specific category of customer as posing the
same level of risk.

In assessing customer risk, financial institutions are required to consider other
variables such as services sought and geographic locations. Guidance and
discussion on specific customers and entities that are detailed below may
be necessary:

Vi.

Foreign financial institutions, including banks and foreign money services
providers (e.g. currency exchanges and money transmitters).

Non-bank financial institutions (e.g. money services businesses; casinos and
card clubs; brokers/dealers in securities; and dealers in precious metals,
stones or jewels).

Senior foreign & domestic political figures, their immediate family members
and close associates [collectively known as politically exposed persons
(PEPS)].

Non-resident alien (NRA) and accounts of foreign individuals.

Foreign corporations and domestic business entities, particularly offshore
corporations (such as domestic shell companies and private investment
companies (PIC) and international business corporations (IBC)) located in
higher-risk geographic locations.

Deposit brokers particularly foreign deposit brokers.
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vii.  Cash-intensive businesses (e.g. convenience stores, restaurants, retail
stores, liquor stores, cigarette distributors, privately owned ATMs and parking
garages).

viii.  Non-governmental organizations and charities (foreign and domestic).

ix. Professional service providers (e.g. attorneys, accountants, doctors or real
estate brokers).

Geographic Locations

Identifying geographic locations that may pose a higher risk is essential to a financial
institution’s AML/CFT Compliance Program. Financial institutions are required to
understand and evaluate the specific risks associated with doing business in, opening
accounts for customers from or facilitating transactions involving certain geographic
locations. However, geographic risk alone does not necessarily determine a
customer’s or transaction’s risk level, either positively or negatively.

Analysis of Specific Risk Categories

The second step of the risk assessment process entails a more detailed analysis of the
data obtained during the identification stage. It is to help assess more accurately the
associated ML/FT risk involved. This step involves evaluating data pertaining to the
financial institution’s activities (e.g. the number of domestic and international funds
transfers; private banking customers; foreign correspondent accounts; PTAs and
domestic and international geographic locations of the institution’s business area and
customer transactions) in relation to customer identification program (CIP) and
customer due diligence (CDD) information.

The level and sophistication of analysis may vary from one financial institution to
another. The detailed analysis is important because within any type of product or
category of customer there will be account holders that pose varying levels of risk.

This step (in the risk assessment process) gives the institutions management a better
understanding of its institution’s risk profile in order to develop the appropriate policies,
procedures and processes to mitigate the overall risk. Specifically, the analysis of the
data pertaining to the financial institution’s activities should consider, as
appropriate, the following factors:

i. Purpose of the account.

ii. Actual or anticipated activity in the account.

iii. Nature of the customer’s business/occupation.

iv. Customer’s location.

v. Types of products and services used by the customer.



The value of a two-step risk assessment process is illustrated in the following example
of data collected in the first step of the risk assessment process which reflects
that a financial institution sends out 100 international funds transfers per
day:

i.  Further analysis may show that approximately 90 percent of the funds
transfers are recurring well-documented transactions for long-term
customers; and

i. On the other hand, the analysis may show that 90 percent of these
transfers are non-recurring or are for non-customers.

While the numbers are the same for the two examples above, the overall risks are
different. As illustrated above, the institution’s customer identification program (CIP)
and customer due diligence (CDD) information must play important roles in this
process.

Developing the Financial Institution’s AML/CFT Compliance Program Based
Upon its Risk Assessment

Financial Institution’s management is required to structure its institution’s AML/CFT
Compliance Program to adequately address its risk profile as identified by its risk
assessment. Management should therefore understand its financial institution’s ML/FT
risk exposure and develop the appropriate policies, procedures and processes to
monitor and control its ML/FT risks. For example, the financial institution’s
monitoring systems should be able to identify, research and report suspicious
activity. Such process must be risk-based with particular emphasis on
higher-risk products, services, customers, entities and geographic locations
as identified by the institution’s ML/FT risk assessment.

Note that independent testing (audit) is required to review the financial institution’s risk
assessment for reasonableness. Additionally, management is also required to consider
the staffing resources and the level of training that are necessary to promote adherence
with these policies, procedures and processes. For those financial institutions that
assume a higher-risk AML/CFT profile, management should be required to provide a
more robust AML/CFT Compliance Program that specifically monitors and controls
the higher risks accepted by the management and board.

Consolidated AML/CFT Compliance Risk Assessment

Financial institutions that implement a consolidated or partially consolidated AML/CFT
Compliance Program are required to assess risk both individually within business
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lines and across all activities and legal entities. Aggregating ML/FT risks on a
consolidated basis for larger or more complex institutions may enable the organization
to better identify risks and risk exposures within and across specific lines of business or
product categories. Consolidated information also assists senior management and the
board of directors in understanding and appropriately mitigating risks across the
institution.

To avoid having an outdated understanding of the ML/FT risk exposures, the financial
institution should be required to continually reassess its ML/FT risks and communicate
with its business units, functions and legal entities. The identification of ML/FT risks or
deficiency in one area of business may indicate concerns elsewhere in the institution.
This therefore requires the management’s attention to identify and control them.

Updating of Risk Assessment by Financial Institution

An effective AML/CFT Compliance Program must be able to control the risks
associated with the institution’s products, services, customers, entities and
geographic locations. Therefore, an effective risk assessment is required to be an
ongoing process, not a one-time exercise.

Management is required to update its risk assessment to identify changes in the
financial institution’s risk profile when it is necessary, especially when new
products and services are introduced, existing products and services
change, higher-risk customers open and close accounts or the financial
institution expands through mergers and acquisitions.

In the absence of such changes and in the spirit of sound practice, financial
institutions are required to periodically reassess their ML/FT risks at least every 12 to
18 months.

Minimum Requirement of AML/CFT Compliance
The program should contain the following:

i. A system of internal controls to ensure on-going compliance.

i. Independent testing of AML/CFT compliance.

ii. Designate an individual or individuals responsible for managing AML/CFT
compliance (Chief compliance officer).

iv. Training for appropriate personnel.

Internal Controls

The board of directors, acting through senior management, is ultimately responsible for
ensuring that the financial institution maintains an effective AML/CFT internal control
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structure, including suspicious activity monitoring and reporting. The board of directors
and management should create a culture of compliance to ensure staff adherence to
the financial institution’s AML/CFT policies, procedures and processes.

Internal controls are the institution’s policies, procedures and processes designed to
limit and control risks and to achieve compliance with the MPLA and CBN AML/CFT
Regulation 2009.

The level of sophistication of the internal controls should be commensurate with the
size, structure, risks and complexity of the financial institution. Large complex financial
institutions are more likely to implement departmental internal controls for AML/CFT
compliance.

Departmental internal controls typically address risks and compliance
requirements unique to a particular line of business or department and are
part of a comprehensive AML/CFT Compliance Program.

Internal controls should:

i. Identify financial institution’s operations (i.e. products, services,
customers, entities and geographic locations) that are more vulnerable
to abuse by money launderers and criminals. They should ensure that
the institution provides for periodic updates to its risk profile and has
AML/CFT Compliance Program that is tailored to manage risks.

ii. Be such that the board of directors or its committee thereof and
senior management are informed of AML/CFT compliance initiatives,
identified compliance deficiencies and corrective action taken, and the
directors and senior management should be notified of returns rendered
to the regulatory authorities.

iii. Identify a person or persons responsible for AML/CFT compliance.

iv.  Provide for program continuity by way of back-up in personnel
and information storage & retrieval in cases of changes in
management or employee composition or structure.

v. Provide for meeting all regulatory recordkeeping and reporting
requirements, implement all recommendations for AML/CFT compliance
and provide for timely updates in response to changes in regulations.

vi. Cover the implementation of risk-based CDD policies, procedures and
processes

vii. Identify reportable transactions and that all the required reports are
accurately rendered promptly and these include STRs, PEPs, CTRs and CTR-
exemptions (if any). Financial institutions are required to centralize their
review and report-rendition functions within a unit in the branches and
head-offices.

viii.  Provide for dual controls and the segregation of duties as much possible. For
example, employees that complete the reporting forms (such as STRs, CTRs
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and CTR-exemptions) generally should not also be responsible for taking the
decision to file the reports or grant the exemptions.

ix. Provide sufficient controls and systems for rendering CTRs and CTR
exemptions.

X.  Provide sufficient controls and systems of monitoring timely detection and
reporting of suspicious activity.

xi.  Provide for adequate supervision of employees that handle currency
transactions, complete reporting formats, grant exemptions, monitor
suspicious activity or engage in any other activity covered by the MLPA,
AML/CFT Regulation and other guidelines.

Xii. Incorporate  MLPA & AML/CFT Regulation-compliance into the job
descriptions and performance evaluations of financial institution personnel, as
appropriate.

xiii.  Provide for the training of employees to be aware of their responsibilities
under the AML/CFT Regulations and internal policy guidelines.

Independent Testing

Independent testing (audit) should be conducted by the internal audit department,
external auditors, consultants or other qualified independent parties. While the
frequency of audit is not specifically defined in any statute, a sound practice is for
the financial institution to conduct independent testing generally every 12 to
18 months or commensurate with the ML/FT risk profile of the institution.

Financial institutions that do not employ outside auditors, consultants or have internal
audit departments may comply with this requirement by using qualified
persons who are not involved in the function that is tested.

The persons conducting the AML/CFT testing should report directly to the
board of directors or to a designated board committee consisting primarily or
completely of outside directors.

Those persons responsible for conducting an objective independent evaluation of the
written AML/CFT Compliance Program should perform testing for specific compliance
with the MLPA, AML/CFT Regulation and other related requirements. They are required
to also evaluate pertinent management information systems (MIS). The audit has to be
risk-based and must evaluate the quality of risk management for all the financial
institution’s operations, departments and subsidiaries.

Risk-based Audit Programs will vary depending on the institution’s size, complexity,
scope of activities, risk profile, quality of control functions, geographic diversity and use
of technology. An effective risk-based auditing program will cover all of the
institution’s activities. The frequency and depth of each audit activity will vary
according to the activity’s risk assessment.



It should be noted that the risk-based auditing will enable the board of directors and
auditors to use the financial institution’s risk assessment to focus its scope of audit
on the areas of greatest concern. The testing should assist the board of directors
and management in identifying areas of weakness or areas where there is a
need for enhancements or stronger controls.

Independent testing should (at a minimum) include:

i.  The evaluation of the overall adequacy and effectiveness of the AML/CFT
Compliance Program, including policies, procedures and processes. This
evaluation will contain an explicit statement about the AML/CFT
compliance program’s overall adequacy and effectiveness and
compliance with applicable regulatory requirements. At the very
least, the audit should contain sufficient information for the reviewer (e.g.
an Examiner, review auditor or NFIU officer) to reach a conclusion about
the overall quality of the AML/CFT Compliance Program.

ii. A review of the financial institution’s risk assessment for reasonableness
given the institution’s risk profile (products, services, customers, entities
and geographic locations).

iii. Appropriate risk-based transaction testing to verify the financial institution’s
adherence to the MPLA and CBN AML/CFT Regulation, 2009 recordkeeping
and rendition of returns requirements on PEPs, STRs, CTRs and CTR-
exemptions and information sharing requests.

iv.  An evaluation of management’s efforts to resolve violations and deficiencies
noted in previous audits and regulatory examinations, including progress in
addressing outstanding supervisory actions (if applicable).

v. A review of staff training for adequacy, accuracy and completeness.

vi. A review of the effectiveness of the suspicious transaction monitoring
systems (are they manual, automated or a combination?) used for AML/CFT
compliance. Related reports may include, but are not limited to:

Suspicious transaction monitoring reports.

Large currency aggregation reports.

Monetary instrument records.

Funds transfer records.

Non-sufficient funds (NSF) reports.

Large balance fluctuation reports.

Account relationship reports.

An assessment of the overall process for identifying and reporting
suspicious transaction, including a review of filed or prepared STRs to
determine their accuracy, timeliness, completeness and effectiveness of the
institution’s policy.

Se P a0 oo
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vii. An assessment of the integrity and accuracy of MIS used in the AML/CFT
Compliance Program. MIS includes reports used to identify and extract data
on the large currency transactions, aggregate daily currency transactions,
funds-transfer transactions, monetary instrument sales transactions and
analytical and trend reports.

The auditors’ report should include their documentation on the scope of the audit,
procedures performed, transaction testing completed and findings of the review. All
audit documentation and work-papers should be made available for the Examiner to
review. Any violations, policy or procedures exceptions or other deficiencies noted
during the audit should be included in the audit report and reported to the board of
directors or its designated committee in a timely manner.

The board or designated committee and the audit staff are required to track the
deficiencies observed in the auditors’ report and document the corrective actions
recommended and taken.

Chief Compliance Officer

The institution’s board of directors is required to designate a qualified individual that
must not be less than a General Manager to serve as the Chief Compliance
Officer (CCO). The CCO is responsible for the coordinating and monitoring of day-
to-day AML/CFT compliance by the institution. The CCO is also charged with
managing all aspects of the AML/CFT Compliance Program and with managing the
institution’s adherence to the MLPA, AML/CFT Regulation and other AML/CFT
Requirements. However, it is the board of directors that is ultimately responsible for
the institution’s AML/CFT compliance.

As the title of the individual responsible for overall AML/CFT compliance is of
importance, his/ her level of authority and responsibility within the financial institution
is also critical. Though the CCO may delegate the AML/CFT duties to other employees,
he/she will be held responsible for the overall AML/CFT compliance by the institution.
The board of directors is responsible for ensuring that the CCO has sufficient authority
and resources (monetary, physical and personnel) to administer an effective AML/CFT
Compliance Program based on the institution’s risk profile.

The CCO should be fully knowledgeable of the MLPA, AML/CFT Regulation and all
related requirements. The CCO should also understand the institution’s products,
services, customers, entities, geographic locations and the potential money laundering
and terrorist financing risks associated with these activities. The appointment of a CCO
is not sufficient to meet the regulatory requirement if that person does not have the
expertise, authority or time to satisfactorily carry out the job efficiently and effectively.
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Confirm that the line of communication allows the CCO to regularly apprise the board of
directors and senior management of ongoing compliance with AML/CFT regime of the
institution. Ensure that pertinent MLPA-related information, including the reporting of
STRs rendered to NFIU are reported to the board of directors or an appropriate board
committee so that these individuals can make informed decisions about the overall
AML/CFT compliance of the institution. Ensure also that the CCO is responsible for
carrying out the directives of the board and ensuring that employees adhere to the
institution’s AML/CFT policies, procedures and processes.

Training

Financial institutions are required to ensure that appropriate personnel are trained in
applicable aspects of the MLPA & AML/CFT Regulation. The training should cover the
regulatory requirements and the institution’s internal AML/CFT policies,
procedures and processes.

At a minimum, the financial institution’s training program must provide training for all
personnel whose duties require knowledge of the MPLA & AML/CFT Regulation. The
training should be tailored to the person’s specific responsibilities. In addition, an
overview of the AML/CFT requirements typically should be given to new staff during
employee orientation. Training should encompass information related to applicable
business lines such as trust services, international and private banking.

The CCO should receive periodic training that is relevant and appropriate given
changes to regulatory requirements as well as the activities and overall ML/FT risk
profile of the institution.

The board of directors and senior management should be informed of changes and
new developments in the MLPA and AML/CFT Regulation, other guidelines and
directives, and regulations by other agencies. While the board of directors may not
require the same degree of training as the institution operations personnel, they need
to understand the importance of AML/CFT regulatory requirements, the ramifications
of non-compliance and the risks posed to the institution. Without a general
understanding of the MLPA & AML/CFT Regulation, the board of directors cannot
adequately provide AML/CFT oversight, approve AML/CFT policies, procedures and
processes or provide sufficient AML/CFT resources.

Training should be on-going and incorporate current developments and changes to
the MLPA, AML/CFT Regulation and other related guidelines. Changes to internal
policies, procedures, processes and monitoring systems should also be covered
during training. The training program should reinforce the importance that the board
and senior management place on the institution’s compliance with the MLPA &
AML/CFT Regulation and ensure that all employees understand their roles in
maintaining an effective AML/CFT Compliance Program.
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Examples of money laundering activity and suspicious transaction monitoring and
reporting can and should be tailored to each individual audience. For example, training
for tellers should focus on examples involving large currency transactions or other
suspicious transactions while training for the loan department should provide examples
involving money laundering through lending arrangements.

Financial institutions are required to document their training programs. Training and
testing materials, the dates of training sessions and attendance records should be
maintained by the institution and be made available for the Bank Examiner to review.

6. OVERVIEW OF PROCEDURES FOR REGULATORY
REQUIREMENTS AND RELATED TOPICS

Overview of Customer Identification Program

All financial institutions are required to have a written Customer Identification Program
(CIP). Each financial institution should implement a written CIP that is appropriate
for its size and type of business and that includes certain minimum requirements. The
CIP must be incorporated into the institution’s AML/CFT Compliance Program which is
subject to approval by the institution’s board of directors.

The implementation of a CIP by the financial institution’s subsidiaries is appropriate as
a matter of safety, soundness and protection from reputation risks. Domestic
subsidiaries (other than functionally regulated subsidiaries that are subject to separate
CIP rules) of financial institutions should comply with the CIP rule that applies to the
parent institution when opening an account.

The CIP is intended to enable the financial institution to form a reasonable belief that it
knows the true identity of each customer. The CIP must include account opening
procedures that specify the identifying information that will be obtained from each
customer. It must also include reasonable and practical risk-based procedures for
verifying the identity of each customer.

Each financial institution is required to conduct a risk assessment of its customer base
and product offerings. To determine the risks involved it must consider:

i. The types of accounts offered by it.

ii. The institution’s methods of opening accounts.

iii. The types of identification information available.

iv. The institution’s size, location and customer base, including types of products
and services used by the customers in different geographic locations.

Verification through Documents
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A financial institution using documentary methods to verify a customer’s identity must
have procedures that set forth the minimum acceptable documentation. The
identification must provide evidence of a customer’s nationality or residence
and bear a photograph or similar safeguard. Examples include a driver’s licence or
international passport. However, other forms of identification may be used if they
enable the institution to form a reasonable belief that it knows the true identity of the
customer. Nonetheless, given the availability of counterfeit and fraudulently obtained
documents, a financial institution is encouraged to review more than a single document
to ensure that it has a reasonable belief that it knows the customer’s true identity.

For a “person” other than an individual (such as a corporation, partnership or trust),

the institution should obtain documents showing the legal existence of the entity. Such

documents include certified Memorandum & Articles (Memart) of Association of the

incorporation, an un-expired government-issued business licence, a partnership

agreement or a trust instrument.

Verification through Non-documentary Methods

Financial institutions are not advised to use non-documentary methods to
verify a customer’s identity. However, a financial institution using non-
documentary methods to verify a customer’s identity must have procedures that set
forth the methods to be used by the institution.

Record-keeping and Retention Requirements

A financial institution’s CIP must include record-keeping procedures. At a minimum,
the institution must retain the identification information such as name, address, date
of birth for an individual, tax identification number (TIN) and any other information
required by the CIP which are obtained at account opening for a period of five years
after the account is closed. For credit cards, the retention period is also five years
after the account closes or becomes dormant.

The financial institution is required also keep a description of the following
for five years after the record was made:

i.  Any document that was relied on to verify identity, noting the type of document,
the identification number, the place of issuance and the date of issuance and
expiration date (if any).

ii. The method and the results of any measures undertaken to verify identity.

iii. The results of any substantive discrepancy discovered when verifying the
identity.

Comparison with Terrorist Lists
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The CIP must include procedures for determining whether existing or potential
customer appears on any list of known or suspected terrorists or terrorist organizations.
As often as possible and in accordance with the requirements of the AML/CFT
Regulation and other related requirements on the subject, financial institutions are
required to compare customer names against the list of terrorists after the account
opening procedure is completed.

Adequate Customer Notice

The CIP must include procedures and evidence in which the financial institution has
provided customers with adequate notice for request of information to verify their
identities. The notice must generally describe the financial institution’s identification
requirements and this should be provided in a manner that is reasonably designed to
allow a customer to view it or otherwise receive the notice before the account is
opened. Examples include posting the notice in the lobby, on a Web site or
within loan application documents. Sample of such notice is provided below:

7. IMPORTANT INFORMATION ABOUT PROCEDURES FOR OPENING A
NEW ACCOUNT

To help the government fight the funding of terrorism and money laundering activities,
the law and regulation require all financial institutions to obtain, verify and record
information that identifies each person who opens an account. What this means is that
when you open an account, we will ask for your name, address, date of birth and other
information that will allow us identify you. We may also ask to see your driver’s licence,
international passport, TIN, National Identity Card, Voter Registration Card or other
identifying documents.

Reliance on another Financial Institution

A financial institution is permitted to rely on another financial institution (including an
affiliate) to perform some or all of the elements of the CIP. If such reliance is addressed
in the CIP, the following criteria must be met:

i. The relied-upon financial institution must be subject to a rule that makes it
mandatory to implement the AML program requirements.
ii. The customer has an account or is opening an account at the institution and at

the other functionally regulated institution.

iii.  Such reliance must be reasonable under the circumstances.

iv.  The financial institution must enter into a contract, requiring the other financial
institution to certify annually to the beneficiary financial institution that the
agent-institution has implemented its own AML Program and that it will perform
(or its agent will perform) the specified requirements of the institution’s CIP.
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Use of Third Parties

The CIP rule does not alter a financial institution’s authority to use a third party such
as an agent or service provider to perform services on its behalf. Therefore, a financial
institution is permitted to arrange for a third party such as a Car Dealer or Mortgage
Broker to act as its agent in connection with a loan for purpose of verifying the identity
of its customer. The financial institution can also arrange for a third party to maintain
its records. As with any other responsibility performed by a third party, the financial
institution is ultimately responsible for that third party’'s compliance with the
requirements of its CIP. As a result, financial institution should establish adequate
controls and review procedures for such relationships.

Other Legal Requirements

Nothing in the CIP rule relieves a financial institution of its obligations under any
provision of the MLPA, AML/CFT Regulation, other laws, rules and regulations,
particularly with respect to provisions concerning information that must be obtained,
verified or maintained in connection with any account or transaction.

Inquiries and Requests by PEPs

Financial institutions should establish policies, procedures and processes for identifying
PEPs’ requests, monitoring their transaction activity when appropriate, identifying
unusual or potentially suspicious transaction related to those subjects and filing, as
appropriate, STRs related to them.

Examiners should review the adequacy and effectiveness of the policies, procedures
and processes of identifying PEPs’ requests, monitoring their transaction activity when
appropriate, identifying unusual or potentially suspicious transaction related to them,
filing as appropriate, STRs related to the subjects.

Funds transfer records

The MLPA 2004 and CBN AML/CFT Regulation 2009 require financial institutions to
maintain records of funds transfer in amounts of N1 million & above for individuals; and
N2 million & above for corporate bodies. Periodic review of this information can assist
financial institutions in identifying patterns of unusual activity. A periodic review of the
funds transfer records in financial institutions with low funds transfer activity is usually
sufficient to identify unusual activity. For financial institutions with more significant
funds transfer activity, use of spreadsheet or vendor software is an efficient way to
review funds transfer activity for unusual patterns. Most vendor software systems
include standard suspicious transaction filter reports. These reports typically focus on
identifying certain higher-risk geographic locations and larger currency funds transfer
transactions for individuals and businesses.
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Each institution should establish its own filtering criteria for both individuals and
businesses. Non customer funds transfer transactions and payable upon proper
identification (PUPID) transactions should be reviewed by Examiners for unusual
activity. Activities identified during these reviews should be subjected to additional
research to ensure that identified activity is consistent with the stated account purpose
and expected activity. When inconsistencies are identified, financial institutions may
need to conduct a global relationship review to determine if a STR is warranted.

Monetary instrument records

Keeping of record for sale of monetary instrument is a requirement of the MLPA and
CBN AML/CFT Regulation 2009. Such records can assist the financial institution in
identifying possible currency structuring through the purchase of cashier’s cheques,
official bank/financial institution cheques, money orders, or traveller's cheques in
amounts of USA $10,000 or its equivalent. A periodic review of these records can also
help identify frequent purchasers of monetary instruments and common payees.
Reviews for suspicious transaction should encompass activity for an extended
period of time (30, 60, 90 days) and should focus on, among other things,
identification of commonalities, such as common payees and purchasers, or
consecutively numbered purchased monetary instruments.

Surveillance Monitoring (Automated Account Monitoring)

A surveillance monitoring system (sometimes referred to as an automated account
monitoring system) can cover multiple types of transactions and use various rules to
identify potentially suspicious transaction. In addition, many can adapt over time based
on historical activity, trends or internal peer comparison. These systems typically use
computer programs to identify individual transactions, patterns of unusual activity or
deviations from expected activity. These systems can capture a wide range of account
activity, such as deposits, withdrawals, funds transfers, automated clearing house
(ACH) transactions and automated teller machine (ATM) transactions, directly from the
financial institution’s core data processing system.

STR Completion and Filing

STR completion and filing are a critical part of the STR monitoring and reporting
process. Appropriate policies, procedures and processes should be in place to ensure
that STR forms are filed in a timely manner, are complete and accurate, and that the
narrative provides a sufficient description of the activity reported as well as the basis for
filing.

8. OVERVIEW OF CURRENCY TRANSACTION REPORTING
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A financial institution is required to file Currency Transaction Report (CTR) for each
transaction in cash (deposit, withdrawal, exchange or other payment or transfer) of
N1,000,000 & above or N5,000,000 & above for individuals or corporate bodies
respectively through, from or to the financial institution. All types of currency
transactions are to be reported, there are no “exempt persons”.

Aggregation of Currency Transactions

Multiple cash transactions totaling more than N1,000,000 or N5,000,000 and
above for individuals or corporate bodies respectively during any one
business day are treated as a single transaction if the financial institution has
knowledge that they are by or on behalf of the same person. Transactions throughout
the financial institution should be aggregated when determining multiple transactions.
Types of currency transactions subject to reporting requirements individually or by
aggregation include but are not limited to denomination exchanges, individual
retirement accounts (IRA), loan payments, automated teller machine (ATM)
transactions, purchases of certificates of deposit, deposits and withdrawals,
funds transfers paid for in currency and monetary instrument purchases.
Financial institutions are strongly encouraged to develop systems necessary to
aggregate currency transactions throughout the institution. Management should ensure
that an adequate system exists and is implemented that will appropriately report
currency transactions subject to the CBN AML/CFT Regulation 2009 requirement.

Filing Time Frames and Record Retention Requirements

A completed CTR is required to be filed (manually or electronically) with NFIU &
AML/CFT Office, CBN within 7days after the date of the transaction. The financial
institution must retain copies of CTRs for five years from the date of the report.

CTR Back-filing

If a financial institution has failed to file CTRs on reportable transactions, the
institution is required to file the un-filed CTRs immediately.

Information Sharing Between Law Enforcement and Financial
Institutions

Search Requirements

Upon receiving an information-request, a financial institution is required to conduct a

one-time search of its records to identify accounts or transactions of a named suspect.

Unless otherwise instructed by an information-request, financial institutions
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must search their records for current accounts, accounts maintained during
the preceding 12 months and transactions conducted outside of an account
by or on behalf of a named suspect during the preceding six months. The
financial institution must search its records and report any positive matches to
CBN/NFIU within seven (7) days, unless otherwise specified in the information-request.
If a financial institution identifies any account or transaction, it must report to the
CBN/NFIU that it has a match. Relevant details are required to be provided to
CBN/NFIU in addition to the fact that the financial institution has found a match. Where
no match is found, a nil report must be submitted within the deadline. The institution is
forbidden to keep silence or provide no response.

A financial institution may provide subject lists to a third-party service
provider or vendor to perform or facilitate record searches as long as the
institution takes the necessary steps, through the use of an agreement or
procedures to ensure that the third party safeguards and maintains the
confidentiality of the information.

If a financial institution that receives the subject lists fails to perform or complete
searches on one or more information-request received during the previous 12 months,
it must immediately obtain these prior requests from CBN/NFIU and perform a
retroactive search of its records.

A financial institution is not required to perform retroactive searches in connection
with information sharing requests that were transmitted more than 12 months before
the date upon which it discovers that it failed to perform or complete searches on
prior information requests. Additionally, in performing retroactive searches a financial
institution is not required to search records created after the date of the original
information request.

Restrictions and Confidentiality

Financial institutions should develop and implement comprehensive policies, procedures
and processes for responding to requests. A financial institution may use the required
information rendered to CBN/NFIU to determine whether to establish or maintain an
account or engage in a transaction, or to assist in its AML/CFT compliance. While the
subject-list could be used to determine whether to establish or maintain an account,
CBN/NFIU strongly discourages financial institutions from using this as the sole factor in
reaching a decision to do so, unless the request specifically states otherwise.

Subject-lists are not permanent “watch lists”. They generally relate to one-time inquiries
and could not be updated or corrected if an investigation is dropped, a prosecution is
declined, or a subject is exonerated. Furthermore, such names do not necessarily
correspond to convicted or indicted persons. A subject need only be “reasonably
suspected” based on credible evidence of engaging in terrorist acts or money
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laundering. Moreover, CBN/NFIU advises that inclusion of a name on subject-list
should not be the sole factor used to determine whether to file STR. Financial
institutions are required to establish a process for determining when and if a STR
should be filed.

Actions taken pursuant to information provided in a request from CBN/NFIU do not
affect a financial institution’s obligations to comply with all of the rules and regulations
of MLPA 2004 and CBN AML/CFT Regulation 2009 nor do they affect a financial
institution’s obligations to respond to any legal process. Additionally, actions taken in
response to a request do not relieve a financial institution of its obligation to file a STR
and immediately notify LEA, if necessary, in accordance with applicable laws and
regulations.

A financial institution must not disclose to any person (other than to CBN/NFIU, the
institution’s primary regulator or the LEA on whose behalf CBN/NFIU is requesting
information) the fact that CBN/NFIU has requested or obtained information. A financial
institution should designate one or more points of contact for receiving information-
requests. An affiliated group of financial institutions may establish one point
of contact to distribute the subject-list to respond to requests. However, the
subject-lists cannot be shared with any foreign office, branch or affiliate (unless the
request specifically states otherwise). The lists cannot be shared with affiliates or
subsidiaries of financial institutions’ holding companies, if the affiliates or subsidiaries
are not financial institutions.

Each financial institution must maintain adequate procedures to protect the security
and confidentiality of requests from CBN/NFIU. The procedures to ensure
confidentiality will be considered adequate if the financial institution applies
procedures similar to those it has established to comply with regulatory requirements
in order to protect its customers’ non-public personal information. Financial
institutions may keep a log of all requests received and of any positive matches
identified and reported to CBN/NFIU

Documentation

Additionally, documentation of how all the required searches were conducted is
essential. A financial institution may maintain copies of the cover page of the
request on which it signed-off that the records were checked, the date of the
search and search results (positive or negative). For positive matches with
subject-lists received, copies of the form returned to CBN/NFIU and the supporting
documentation should be retained. Financial institutions are required to print search
self-verification document and subject response list for documentation purpose.

The Subject Response List displays the total number of positive responses submitted

to CBN/NFIU for that transmission, the transmission date, the submitted date, the

tracking number and subject name that had the positive hit. If the financial institution
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elects to maintain copies of such requests, the Examiner should not criticize it for doing
so, as long as it appropriately secures them and protects their confidentiality.
Audit reports should include an evaluation of compliance with these guidelines within
their scope.

CBN/NFIU will regularly updates a list of search transmissions, including information on
the date of transmission, tracking number and number of subjects listed in the
transmission. Examiners may review this subject-list to verify that search requests
have been received. Each financial institution should contact its primary regulator for
guidance to ensure it obtains the subject-list and for updating contact information.

Voluntary Information Sharing

Financial institutions and their associates are encouraged to share information in order
to identify and report activities that may involve terrorist activity or money laundering.
Financial institutions should however notify the CBN/NFIU of its intent to engage in
information sharing and that it has established and will maintain adequate procedures
to protect the security and confidentiality of the information. Failure to comply with this
requirement will result in loss of safe-harbour protection for information sharing and
may result in a violation of privacy laws or other laws and regulations.

If a financial institution chooses to voluntarily participate in VIS, policies,
procedures and processes should be developed and implemented for sharing and
receiving of information.

Notice to share information given to CBN/NFIU

The financial institution should designate a point of contact for receiving and providing
information. A financial institution should establish a process for sending and receiving
information sharing requests. Additionally, a financial institution must take reasonable
steps to verify that the other financial institution or association of financial institutions
with which it intends to share information has also submitted the required notice to
CBN/NFIU. The CBN/NFIU provides participating financial institutions with access to a
list of other participating financial institutions and their related contact information.

If a financial institution receives such information from another financial institution, it
must also limit the use of the information and maintain its security and confidentiality.
Such information may be used only to identify and render returns on money
laundering and terrorist financing; to determine whether to establish or
maintain an account; to engage in other forms of transactions; or to assist
in complying with MLPA & AML/CFT Regulation.

The procedures to ensure confidentiality will be considered adequate if the financial
institution applies procedures similar to the ones it has established to comply with the
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regulation on the protection of its customers’ non-public personal information. The
VIS does not authorize a financial institution to share information on suspicious
transactions, nor does it permit the financial institution to disclose the existence or
non-existence of such transactions.

If financial institution shares information under VIS about the subject on STR, the
information shared should be limited to underlying transaction and customer
information. A financial institution may use information obtained under VIS to
determine whether to file a STR, but the intention to prepare or file a STR cannot be
shared with another financial institution. Financial institutions should establish a
process for determining when and if a STR should be filed.

Actions taken pursuant to information obtained through the VIS process do not affect a
financial institution’s obligations to respond to any legal process. Additionally, actions
taken in response to information obtained through the voluntary information sharing
process do not relieve a financial institution of its obligation to file a STR and to
immediately notify the LEA (if necessary) in accordance with all applicable laws and
regulations.

9 OVERVIEW OF

PURCHASE AND SALE OF MONETARY INSTRUMENTS
RECORD-KEEPING

Purchaser Verification

Financial institutions are required to verify the identity of persons purchasing
monetary instruments for cash in tandem with the reportable threshold
amount of N1 million & above or USA $1,000, and to maintain records of all
such sales.

Financial institutions should either verify that the purchaser of monetary instruments is
a deposit account holder with identifying information on record with the financial
institution, or a financial institution may verify the identity of the purchaser in
accordance with the form of identification contained in AML/CFT Regulation in respect
of the customer’s name and address and other means of identification acceptable by
the financial community for cashing cheques by non-customers. The financial institution
must obtain additional information for purchasers who do not have deposit accounts.
The method used to verify the identity of the purchaser must be recorded.

Indirect Currency Purchases of Monetary Instruments
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Financial institutions may implement a policy requiring customers who are deposit
account holders and who want to purchase monetary instruments in amounts of N1
million for individuals, N5 million for corporate entities or USA $1,000 with
cash to first deposit the cash into their deposit accounts. Nothing within the CBN
AML/CFT Regulation 2009 or other regulations prohibits a financial institution from
instituting such a policy.

However, when a customer purchases a monetary instrument in amounts of N1
million for individuals, N5 million for corporate entities or USA $1,000 using
cash, the customer should first deposits such cash into his/its account, the transaction
is still subject to the regulatory recordkeeping and reporting requirements. These
requirements apply whether the transaction is conducted in accordance with a financial
institution’s established policy or at the request of the customer. Generally, when a
bank/other financial institution sells monetary instruments to deposit account
holders, it is expected to already maintain most of the regulatory required information
in the normal course of its business.

Record keeping and Retention Requirements

A financial institution’s records of sales must contain, at a minimum, the
following information:

If the purchaser has a deposit account with the bank:

i. Name of the purchaser.

ii. Date of purchase.

iii. Types of instruments purchased.

iv. Serial numbers of each of the instruments purchased.

v. Amounts of each of the instruments purchased in Naira or other currencies.
vi. Specific identifying information, if applicable.

If the purchaser does not have a deposit account with the financial institution:

i.  Name and address of the purchaser.
ii.  Social security or alien identification number of the purchaser.
iii. Date of birth of the purchaser.
iv. Date of purchase.
v.  Types of instruments purchased.
vi.  Serial numbers of each of the instruments purchased.
vii.  Naira or other currencies amount of each of the instruments purchased.
viii.  Specific identifying information for verifying the purchaser’s identity (e.g. state
of issuance and number on driver’s licence).
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If the purchaser cannot provide the required information at the time of the transaction
or through the financial institution’s own previously verified records, the transaction
should be refused. The records of monetary instrument sales must be retained for
five years and be available for & reported to CBN, NFIU, auditors and other competent
authorities.

10. OVERVIEW OF FUNDS TRANSFERS RECORD-KEEPING

Every financial institution is required to comply with statutory and regulatory
requirements for funds transfers.

The regulatory requirements are set forth in the MLPA, 2004 and CBN AML/CFT
Regulation, 2009.

Funds transfer systems enable instantaneous transfer of funds, including both domestic
and cross-border transfers. Consequently these systems can present an attractive
method to disguise the source of funds derived from illegal activity. The CBN AML/CFT
Regulation, 2009 requires each financial institution involved in funds transfers to collect
and retain certain information in connection with funds transfers of USA$1,000 or more.
The information required to be collected and retained depends on the financial
institution’s role in the particular funds transfer (originator’s financial institution,
intermediary financial institution, or beneficiary’s financial institution). The requirements
may also vary depending on whether an originator or beneficiary is an established
customer of a financial institution and whether a payment order is made in person or
otherwise.

It also requires all financial institutions to include certain information in transmittal
orders for funds transfers of USA $1,000 or more.

Responsibilities of Originator’s Financial Institutions
Record-keeping Requirements

For each payment order in the amount of USA $1,000 or more that a financial
institution accepts as an originator’s financial institution, it must obtain and retain the
following records:

i. Name and address of the originator.
ii. Amount of the payment order.
iii. Date of the payment order.
iv. Any payment instructions.
v. Identity of the beneficiary’s institution.
vi. As many of the following items as are received with the payment order:
a. Name and address of the beneficiary.
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b.  Account number of the beneficiary.
c.  Any other specific identifier of the beneficiary.

Additional Record-keeping Requirements for Non-established Customers

If the originator is not an established customer of the financial institution, the
originator’s financial institution must collect and retain the information listed above. In
addition, the originator’s financial institution must collect and retain other information,
depending on whether the payment order is made in person by the originator.

Payment Orders Made in Person

If the payment order is made in person by the originator, the originator’s financial

institution must verify the identity of the person placing the payment order before it

accepts the order. If it accepts the payment order, the originator’s financial institution
must obtain and retain the following records:

i. Name and address of the person placing the order.

i. Type of identification document reviewed.

iii. Number of the identification document (e.g., driver’s licence).

iv. The person’s Taxpayer Identification Number (TIN) [e.g., National I.D. nhumber or
Employer Identification Number (EIN)] or, if none, the alien identification
number or passport number and country of issuance, or a notation in the record
of lack of it thereof.

If the originator’s financial institution has knowledge that the person placing the
payment order is not the originator, the originator’s financial institution must obtain
and record the originator’s TIN or, if none, the alien identification number or passport
number and country of issuance, or a notation of lack of it thereof.

Payment Orders Not Made in Person

If a payment order is not made in person by the originator, the originator’s financial
institution must obtain and retain the following records:

i. Name and address of the person placing the payment order.

ii. The person’s TIN or, if none, the alien identification humber or passport number
and country of issuance, or a notation in the record of lack of it thereof, and a
copy or record of the method of payment (e.g., cheque or credit card
transaction) for the funds transfer.

If the originator’s financial institution has knowledge that the person placing the
payment order is not the originator, the originator’s financial institution must obtain and
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record the originator's TIN or, if none, the alien identification number or passport
number and country of issuance, or a notation of lack of it thereof.

Irretrievability

Information retained must be retrievable by reference to the name of the
originator. When the originator is an established customer of the financial institution
and has an account used for funds transfers, information retained must also be
retrievable by account number. Records must be maintained for five years.

Travel Rule Requirement

For funds transmittals of USA $1,000 or more, the transmittor’s financial institution
must include the following information in the transmittal order at the time that a
transmittal order is sent to a receiving financial institution:

i.  Name and account number of the transmittor, and, if the payment is ordered
from an account.
ii.  Address of the transmittor.
iii. Amount of the transmittal order.
iv.  Date of the transmittal order.
v. Identity of the recipient’s financial institution.
vi.  As many of the following items as are received with the transmittal order:

a. Name and address of the recipient.
b. Account number of the recipient.
C. Any other specific identifier of the recipient.

Vii. Either the name and address or the numerical identifier of the transmittor’s
financial institution.

Responsibilities of Intermediary Institutions

Recordkeeping Requirements

For each payment order of USA $1,000 or more that a financial institution accepts as
an intermediary financial institution, the institution must retain a record of the payment

order.

Travel Rule Requirements
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For funds transmittals of USA $1,000 or more, the intermediary financial institution
must include the following information if received from the sender in a transmittal order
at the time that order is sent to a receiving financial institution:
i.  Name and account number of the transmittor.

ii.  Address of the transmittor.

iii.  Amount of the transmittal order.

iv.  Date of the transmittal order.

v. Identity of the recipient’s financial institution.

vi.  As many of the following items as are received with the transmittal order:

a. Name and address of the recipient.
b.  Account number of the recipient.
c.  Any other specific identifier of the recipient.
vii. Either the name and address or the numerical identifier of the transmittor’s

financial institution.

Intermediary financial institutions must pass on all the information received from a
transmittor’s financial institution or the preceding financial institution, but they have no
duty to obtain information not provided by the transmittor’s financial institution or the
preceding financial institution.

Responsibilities of Beneficiary’s Financial Institutions
Recordkeeping Requirements

For each payment order of USA $1,000 or more that a financial institution accepts as a
beneficiary’s financial institution, the institution must retain a record of the payment
order.

If the beneficiary is not an established customer of the financial institution, the
beneficiary’s institution must retain the above information for each payment order of
USA $1,000 or more.

Proceeds Delivered in Person
If proceeds are delivered in person to the beneficiary or its representative or agent, the
institution must verify the identity of the person receiving the proceeds and retain a
record of the following:

i.  Name and address.

ii. The type of document reviewed.
iii.  The number of the identification document.
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iv.  The person’s TIN, or, if none, the alien identification number or passport
number and country of issuance, or a notation in the record of the lack
thereof.

v.  If the institution has knowledge that the person receiving the proceeds is not
the beneficiary, the institution must obtain and retain a record of the
beneficiary’s name and address, as well as the beneficiary’s identification.

Proceeds Not Delivered in Person

If proceeds are not delivered in person, the institution must retain a copy of the cheque
or other instrument used to effect the payment, or the institution must record the
information on the instrument. The institution must also record the name and address
of the person to whom it was sent.

Irretrievability

Information retained must be retrievable by reference to the name of the beneficiary.
When the beneficiary is an established customer of the institution and has an account
used for funds transfers, information retained must also be retrievable by account
number.

There are no Travel Rule requirements for beneficiary financial institutions.

Abbreviations and Addresses

Although the use of coded names or pseudonyms are not permitted, the use of
abbreviated names, names reflecting different accounts of a corporation (e.g., XYZ
Payroll Account), and trade and assumed names of a business (“doing business as”) or
the names of unincorporated divisions or departments of the business are allowed.

Customer Address

Customer’s street address is required to be included in a transmittal order and this
should be known to the transmittor’s financial institution.

The regulatory interpretation of the term “address” means either the transmittor’s
street address or the transmittor’s address maintained in the financial institution’s
automated CIF (not mailing address such as post office box) as long as the institution
maintains the transmittor’s address on file and the address information is retrievable
upon request by LEA.

Certifications

A financial institution that maintains a correspondent account for a foreign financial
institution must maintain records identifying the owners of each foreign
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financial institution. A financial institution must also record the name and street
address of a person who resides in Nigeria and who is authorized, and has agreed, to
be an agent to accept service of legal process. A financial institution must produce
these records within seven days upon receipt of a written request from a LEA.

Account Closure

Financial institutions must obtain certifications (or re-certifications) or the required
information within 30 calendar days after the date an account is established and at
least once every three years thereafter. If the financial institution is unable to obtain
the required information, it must close all correspondent accounts with the foreign
financial institution within a commercially reasonable time.

Verification

A financial institution should review certifications for reasonableness and accuracy. If a
financial institution at any time knows, suspects, or has reason to suspect that any
information obtained or that any other information it relied on is no longer correct, the
financial institution must request the foreign financial institution to verify or correct such
information, or the financial institution must take other appropriate measures to
ascertain its accuracy. Therefore, financial institutions should review certifications for
potential problems that may warrant further review, such as use of post office boxes or
forwarding addresses.

If the financial institution has not obtained the necessary or corrected information
within 90 days, it must close the account within a commercially reasonable time. During
this time, the financial institution may not permit the foreign financial institution to
establish any new financial positions or execute any transactions through the account,
other than those transactions necessary to close the account. Also, a financial institution
may not establish any other correspondent account for the foreign financial institution
until it obtains the required information.

A financial institution must also retain the original of any document provided by a
foreign financial institution, and retain the original or a copy of any document otherwise
relied on for the purposes of the regulation, for at least five years after the date that
the financial institution no longer maintains any correspondent account for the foreign
financial institution.

Requests for AML Records by Regulator
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Also, upon request by its regulator(s), a financial institution must provide or make
available records related to its AML compliance or one of its customers within three (3)
working days from the time of the request.

Special Due Diligence Program for Foreign Correspondent Accounts

This subsection requires each financial institution that establishes, maintains,
administers, or manages a correspondent account for a foreign financial institution to
take certain AML measures for such accounts.

General Due Diligence

Financial institutions are required to establish a due diligence program that includes
appropriate, specific, risk-based, and, where necessary, enhanced policies, procedures
and controls that are reasonably designed to enable the financial institution to detect
and report, on an ongoing basis, any known or suspected money laundering activity
conducted through or involving any correspondent account established, maintained,
administered, or managed by it for a foreign financial institution.

Due diligence policies, procedures and controls must include each of the
following:

i.  Determining whether each such foreign correspondent account is subject to
“Enhanced Due Diligence” (EDD).

ii. Assessing the money laundering risks presented by each such foreign
correspondent account.

iii.  Applying risk-based procedures and controls to each such foreign
correspondent account reasonably designed to detect and report known or
suspected money laundering activity, including a periodic review of the
correspondent account activity sufficient to determine consistency with
information obtained about the type, purpose and anticipated activity of the
account.

Risk assessment of foreign financial institutions

A financial institution’s general due diligence program must include policies, procedures
and processes to assess the risks posed by its foreign financial institution customers. A
financial institution’s resources are most appropriately directed at those accounts that
pose a more significant money laundering risk. Its due diligence program should
provide for the risk assessment of foreign correspondent accounts considering all
relevant factors, including, as appropriate:
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i.  The nature of the foreign financial institution’s business and the markets it
serves.

ii. The type, purpose and anticipated activity of the foreign correspondent
account.

iii. The nature and duration of the financial institution’s relationship with the
foreign financial institution (and, if relevant, with any affiliate of the foreign
financial institution).

iv.  The AML and supervisory regime of the jurisdiction that issued the charter or
licence to the foreign financial institution and, to the extent that information
regarding such jurisdiction is reasonably available, of the jurisdiction in which
any company that is an owner of the foreign financial institution is
incorporated or chartered.

v. Information known or reasonably available to the financial institution about
the foreign financial institution’s AML record, including public information in
standard industry guides, periodicals and major publications.

Monitoring of foreign correspondent accounts

As part of ongoing due diligence, financial institutions should periodically review their
foreign correspondent accounts. Monitoring will not, in the ordinary situation, involve
scrutiny of every transaction taking place within the account, but, instead, should
involve a review of the account sufficient to ensure that the financial institution can
determine whether the nature and volume of account activity are generally consistent
with information regarding the purpose of the account and expected account activity
and to ensure that the financial institution can adequately identify suspicious
transactions.

An effective due diligence program will provide for a range of due diligence measures,
based upon the financial institution’s risk assessment of each foreign correspondent
account. The starting point for an effective due diligence program, therefore, should be
a stratification of the money laundering risk of each foreign correspondent account
based on the financial institution’s review of relevant risk factors (such as those
identified above) to determine which accounts may require increased measures. The
due diligence program should identify risk factors that would warrant the institution
conducting additional scrutiny or increased monitoring of a particular account. As due
diligence is an ongoing process, a financial institution should take measures to ensure
account profiles are current and monitoring should be risk-based. Financial institutions
should consider whether risk profiles should be adjusted or suspicious activity reported
when the activity is inconsistent with the profile.

Enhanced Due Diligence
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Financial institutions are required to establish risk-based EDD policies, procedures and
controls when establishing, maintaining, administering or managing a correspondent
account in Nigeria for foreign financial institutions operating under any one or more of
the following:

An offshore banking licence.

A banking licence issued by a foreign country that has been designated
as non-cooperative with international AML principles or procedures by an inter-
governmental group or organization of which Nigeria is @ member and Nigeria
representative to the group or organization concurs its decision.

A banking licence issued by a foreign country that has been
designated by the CBN as warranting special measures due to money
laundering concerns.

If such an account is established or maintained, the financial institution is required to
establish EDD policies, procedures and controls to ensure that it, at a minimum, takes
reasonable steps to:

Vi.

Determine, for any such foreign financial institution whose shares are not
publicly traded, the identity of each of the owners of the foreign financial
institution and the nature and extent of the ownership interest of each such
owner;

Conduct enhanced scrutiny of such account to guard against money
laundering and to identify and report any suspicious transactions in
accordance with applicable laws and regulations. This enhanced scrutiny is to
reflect the risk assessment of the account and shall include, as appropriate;
Obtain and consider information relating to the foreign financial institution’s
anti-money laundering program to assess the risk of money laundering
presented by the foreign financial institution’s correspondent account;

Monitor transactions to, from, or through the correspondent account in a
manner reasonably designed to detect money laundering and suspicious
activity;

Obtain information from the foreign financial institution about the identity of
any person with authority to direct transactions through any correspondent
account that is a payable through account, and the sources and the beneficial
owner of funds or other assets in the payable through account; and
Determine whether the foreign financial institution for which the
correspondent account is maintained in turn maintains correspondent
accounts for other foreign financial institutions that use the foreign financial
institution’s correspondent account. If so, take reasonable steps to obtain
information relevant to assess and mitigate money laundering risks
associated with the foreign financial institution’s correspondent accounts for
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other foreign financial institutions, including, as appropriate, the identity of
those foreign financial institutions.

In addition to those categories of foreign financial institutions identified in the
regulation as requiring EDD, financial institutions may find it appropriate to conduct
additional due diligence measures on foreign financial institutions identified through
application of the financial institution’s general due diligence program as posing a
higher risk for money laundering. Such measures may include any or all of the elements
of EDD set forth in the regulation, as appropriate for the risks posed by the specific
foreign correspondent account.

As also noted in the above section on general due diligence, a financial institution’s
resources are most appropriately directed at those accounts that pose a more
significant money laundering risk. Accordingly, where a financial institution is required
or otherwise determines that it is necessary to conduct EDD in connection with a
foreign correspondent account, the financial institution may consider the risk
assessment factors discussed in the section on general due diligence when determining
the extent of the EDD that is necessary and appropriate to mitigate the risks presented.
In particular, the anti-money laundering and supervisory regime of the jurisdiction that
issued a charter or licence to the foreign financial institution may be especially relevant
in a financial institution’s determination of the nature and extent of the risks posed by a
foreign correspondent account and the extent of the EDD to be applied.

Special Procedures When Due Diligence Cannot Be Performed

A financial institution’s due diligence policies, procedures and controls established must
include procedures to be followed in circumstances when appropriate due
diligence or EDD cannot be performed with respect to a foreign correspondent
account and when the financial institution should:

i. Refuse to open the account
i. Suspend transaction activity
iii. File STR

iv. Close account

11. OVERVIEW OF PRIVATE BANKING DUE DILIGENCE
PROGRAM (NON-NIGERIANS)

Financial institution are required to comply with the statutory and regulatory
requirements by implementing policies, procedures and controls to detect and report
money laundering and suspicious activity through private banking accounts established,
administered or maintained for non-Nigerian persons.
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1.

Private banking can be broadly defined as providing personalized financial services to
wealthy clients. In particular, a financial institution must establish appropriate, specific
and (where necessary) EDD policies, procedures and controls that are reasonably
designed to enable the financial institution to detect and report instances of money
laundering through such accounts.

CBN AML/CFT Regulation, 2009 mandates enhanced scrutiny to detect and, if
appropriate, report transactions that may involve proceeds of foreign corruption for
private banking accounts that are requested or maintained by or on behalf of a senior
foreign/local political figure or the individual’s immediate family and close associates.

Private Banking Accounts

A “private banking account” is an account (or any combination of accounts) either so-
called private bank account or maintained at a financial institution that satisfies all the
three criteria:

Requires a minimum aggregate deposit of funds or other assets of not less than
USA$50,000 or its equivalent;

Is established on behalf of or for the benefit of one or more Nigerian or non-
Nigerian persons who are direct or beneficial owners of the account; and

Is assigned to, or is administered by, in whole or in part, an officer, employee, or
agent of a financial institution acting as a liaison between a financial institution
covered by the regulation and the direct or beneficial owner of the account.

With regard to the minimum deposit requirement, a “private banking account” is an
account (or combination of accounts) that requires a minimum deposit of not less
than USA $50,000 or its equivalent. A financial institution may offer a wide range of
services that are generically termed private banking, and even if certain (or any
combination, or all) of the financial institution’s private banking services do not require
a minimum deposit of not less than USA $50,000 or its equivalent, these
relationships should be subject to a greater level of due diligence under the
financial institution’s risk- based AML compliance program.

Due Diligence Program

A financial institution is required to establish and maintain a due diligence program that
includes policies, procedures and controls that are reasonably designed to detect and
report any known or suspected money laundering or suspicious activity conducted
through or involving any private banking account for a Nigerian or non-Nigerian person

34



that is established, maintained, administered, or managed in the Nigeria by the financial
institution. The due diligence program must ensure that, at a minimum, the
financial institution takes reasonable steps to do each of the following:

i. Ascertain the identity of all nominal and beneficial owners of a private
banking account.

ii. Ascertain whether the nominal or beneficial owner of any private banking
account is a senior local/foreign political figure.

iii.  Ascertain the source(s) of funds deposited into a private banking account and
the purpose and expected use of the account.

iv.  Review the activity of the account to ensure that it is consistent with the
information obtained about the client’s source of funds, and with the stated
purpose and expected use of the account, and to file a STR, as appropriate,
to report any known or suspected money laundering or suspicious activity
conducted to, from, or through a private banking account.

Risk Assessment of Private Banking Accounts for Nigerian/Non-Nigerian
Persons

The nature and extent of due diligence conducted on private banking accounts for
Nigerian/non- Nigerian persons will likely vary for each client depending on the
presence of potential risk factors. More extensive due diligence, for example, may be
appropriate for new clients; clients who operate in, or whose funds are transmitted
from or through jurisdictions with weak AML controls; and clients whose lines of
business are primarily currency-based (e.g., casinos or currency exchangers). Due
diligence should also be commensurate with the size of the account. Accounts with
relatively more deposits and assets should be subject to greater due diligence. In
addition, if the financial institution at any time learns of information that casts doubt on
previous information, further due diligence would be appropriate.

Ascertaining Source of Funds and Monitoring Account Activity

Financial institutions that provide private banking services generally are required to
obtain considerable information about their clients, including the purpose for which the
customer establishes the private banking account. This information can establish a
baseline for account activity that will enable a financial institution to better detect
suspicious activity and to assess situations where additional verification regarding the
source of funds may be necessary. Financial institutions are not expected, in the
ordinary course of business, to verify the source of every deposit placed into every
private banking account. However, financial institutions should monitor deposits and
transactions as necessary to ensure that activity is consistent with information that the
financial institution has received about the client’s source of funds and with the stated
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purpose and expected use of the account. Such monitoring will facilitate the
identification of accounts that warrant additional scrutiny.

Enhanced Scrutiny of Private Banking Accounts for Senior Local/Foreign
Political Figures

The term “senior political figure” is defined to include one or more of the following:

i. A current or former Senior official in the executive, legislative, administrative,
military, or judicial branches of a foreign government (whether elected or
not).

ii.  Senior official of a major foreign political party.

iii. Senior executive of a foreign-government-owned commercial enterprise.
iv. A corporation, business, or other entity that has been formed by, or for the
benefit of, any such individual.

v. An immediate family member (including spouses, parents, siblings, children,
and a spouse’s parents and siblings) of any such individual.

vi. A person who is widely and publicly known (or is actually known by the
relevant financial institution) to be a close associate of such individual.

Senior political figures as defined above are often referred to as “Politically Exposed
Persons” or PEPs. For private banking accounts for which a senior local/foreign political
figure is a nominal or beneficial owner, the financial institution’s due diligence program
must include enhanced scrutiny that is reasonably designed to detect and report
transactions that may involve the proceeds of local/foreign corruption. The term
“proceeds of local/foreign corruption” means any asset or property that is acquired by,
through, or on behalf of a senior local/foreign political figure through misappropriation,
theft, or embezzlement of public funds, the unlawful conversion of property of a foreign
government, or through acts of bribery or extortion, and includes any other property
into which any such assets have been transformed or converted.

Enhanced scrutiny of private banking accounts for senior local/foreign political figures
should be risk-based. Reasonable steps to perform enhanced scrutiny may include
consulting publicly available information regarding the home country of the client,
contacting branches of the financial institution operating in the home country of the
client to obtain additional information about the client and the political environment,
and conducting greater scrutiny of the client’'s employment history and sources of
income. For example, funds transfers from a government account to the personal
account of a government official with signature authority over the government account
may raise a financial institution’s suspicions of possible political corruption. In addition,
if a financial institution’s review of major news sources indicates that a client may be or
is involved in political corruption, the financial institution should review the client’s
account for unusual activity and:
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i. Refuse to open the account.
ii. Suspend transaction activity.
iii. File an STR.

iv. Close the account.

Identifying Senior Political Figures

Financial institutions are required to establish policies, procedures and controls that
include reasonable steps to ascertain the status of an individual as a senior political
figure. Procedures should require obtaining information regarding employment and
other sources of income, and the financial institution should seek information directly
from the client regarding possible senior local/foreign political figure status. The
financial institution should also check references, as appropriate, to determine whether
the individual holds or has previously held a senior political position or may be a close
associate of a senior local/foreign political figure. In addition, the financial institution
should make reasonable efforts to review public sources of information regarding the
client.

Financial institutions applying reasonable due diligence procedures in accordance with
regulatory requirements may not be able to identify, in every case, individuals who
qualify as senior local/foreign political figures, and, in particular, their close associates,
and thus may not apply enhanced scrutiny to all such accounts. If the financial
institution’s due diligence program is reasonably designed to make this determination,
and it administers this program effectively, then the financial institution should
generally be able to detect, report and take appropriate action when suspected money
laundering is occurring with respect to these accounts, even in cases when the financial
institution has not been able to identify the accountholder as a senior foreign political
figure warranting enhanced scrutiny.

Special Procedures When Due Diligence Cannot Be Performed

A financial institution’s due diligence policies, procedures and controls established must
include special procedures when appropriate due diligence cannot be performed. These
special procedures must include when the financial institution should:

i. Refuse to open the account.
ii.  Suspend transaction activity.
ii. Filean STR.

iv.  Close the account.

12. OVERVIEW OF SPECIAL MEASURES
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Financial institutions and domestic financial agencies are required to take certain special
measures against foreign jurisdictions, foreign financial institutions, classes of
international transactions, or types of accounts of primary money laundering concern.

Types of Special Measures

They are to take following special measures either individually, jointly or in any
combination:

Record keeping and Reporting of Certain Financial Transactions

Under the first special measure, financial institutions are required to maintain records or
file reports or both, concerning the aggregate amount of transactions or the specifics of
each transaction with respect to a jurisdiction, financial institution, class of transactions
or type of account that is of primary money laundering concern.

Information Relating to Beneficial Ownership

Under the second special measure, financial institutions are required to take reasonable
and practicable steps to obtain and retain information concerning the beneficial
ownership of any account opened or maintained by a foreign person (other than a
foreign entity whose shares are subject to public reporting requirements or are listed
and traded on a regulated exchange or trading market), or a representative of such
foreign person that involves a jurisdiction, financial institution, class of transactions or
type of account that is of primary money laundering concern.

Information Relating to Certain Payable through Accounts

Under the third special measure, financial institutions that open or maintain a payable
through account involving a jurisdiction, financial institution, class of transactions or
type of account that is of primary money laundering concern are required:

i.  To identify each customer (and representative) who is permitted to use the
account or whose transactions are routed through the account; and

i. To obtain information about each customer (and representative) that is
substantially comparable to that which the financial institution obtains in the
ordinary course of business with respect to its customers residing in Nigeria.

Information Relating to Certain Correspondent Accounts
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Under the fourth special measure, financial institutions that open or maintain a
correspondent account involving a jurisdiction, financial institution, class of transactions
or type of account that is of primary money laundering concern are required to:

i. Identify each customer (and representative) who is permitted to use the
account or whose transactions are routed through the account; and

ii. Obtain information about each such customer (and representative) that is
substantially comparable to that which a depository institution obtains in the
ordinary course of business with respect to its customers residing in Nigeria.

13. OVERVIEW OF INTERNATIONAL TRANSPORTATION OF
CURRENCY OR MONETARY INSTRUMENTS REPORTING

Financial institutions are required to comply with statutory and regulatory requirements
for the reporting of international shipments of currency or monetary instruments.

Each person (including a financial institution) who physically transports, mails or ships
currency or monetary instruments in excess of USA $10,000 at one time out of or into
Nigeria (and each person who causes such transportation, mailing or shipment) must
file a Declaration Report with the Nigeria Customs Services (NCS) at the time
of entry into or departure from Nigeria.

When a person receives currency or monetary instruments through financial institution
in an amount exceeding USA $10,000 at one time that have been shipped from any
place outside Nigeria, a report must be filed with NCS within 15 days of receipt of the
instruments (unless a report has already been filed). The report is to be completed by
or on behalf of the person requesting transfer of the currency or monetary instruments.

Financial institutions are also required to report these items if they are mailed or
shipped through the postal service or by common carrier. However, a financial
institution or trust company recognized under the law is not required to report overland
shipments of currency or monetary instruments if they are shipped to or received from
an established customer maintaining a deposit relationship with the financial institution
where the latter can reasonably conclude that the amounts do not exceed what is
commensurate with the customary conduct of the business, industry or profession of
the customer concerned.

Management should implement applicable policies, procedures and processes for filing
these declaration reports. Management should review the international transportation of
currency and monetary instruments.

Monitoring Of Office of Foreign Assets Control (OFAC) List
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Financial institutions are required to establish procedures and processes of monitoring
and identifying OFAC blocked countries, entities, etc. Also assess the appropriateness of
the procedures and processes are also to be appropriate, taking into consideration the
financial institution’s products, services, customers, entities, transactions, geographical
locations and its scope of international operations.

Though complying with OFAC requirements is mandatory to only U.S. based banks, it is
important that financial institutions in Nigeria be aware of these requirements and take
notice of all OFAC blocked/banned countries, terrorists, entities, etc. This would enable
the financial institutions know and avoid carrying out transactions with blocked entities
as transactions that pass through a U.S. correspondent bank would be confiscated. This
could cause both financial and reputation loss to the Nigerian financial institution
victims.

Financial institutions are therefore required to have procedures and processes of
knowing the requirements, updating them, monitoring and reporting transactions with
entities, countries, etc on the OFAC List.

OFAC Reporting

Financial institutions are required to report all blockings to CBN and NFIU within 10
days of the occurrence and annually by December 31 concerning those assets blocked.
Once assets or funds are blocked, they should be placed in a blocked account.
Prohibited transactions that are rejected must also be reported to CBN and NFIU within
10 days of the occurrence.

Financial institutions are required to also keep a full and accurate record of each
rejected transaction for at least five years after the date of the transaction. For blocked
property (including blocked transactions), records must be maintained for the period
the property is blocked and for five years after the date the property is unblocked.
Officers are requested to obtain additional information concerning OFAC regulations,
such as Sanctions Program and Country Summaries Brochures; the Specially
Designated Nationals (SDN) or Blocked Persons List (including both entities and
individuals); recent OFAC actions; and “Frequently Asked Questions,” from OFAC’s Web
site.

OFAC Compliance Program

As a matter of sound banking practice and in order to ensure compliance, financial
institutions should establish and maintain an effective written OFAC compliance
program commensurate with their OFAC risk profile based on products, services,
customers, and geographic locations. The program should identify higher-risk areas,
provide for appropriate internal controls for screening and reporting, establish
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independent testing for compliance, designate the institution’s employee or employees
as responsible for OFAC compliance and create adequate training programs for
appropriate officers.

OFAC Risk Assessment

A fundamental element of a sound OFAC compliance program is the institution’s
assessment of its specific product lines, customer base and nature of transactions and
identification of higher-risk areas for OFAC transactions. The initial identification of
higher-risk customers for purposes of OFAC may be performed as part of the bank’s CIP
and CDD procedures. As OFAC sanctions can reach into virtually all areas of operations,
financial institutions should consider all types of transactions, products and services
when conducting their risk assessment and establishing appropriate policies, procedures
and processes.

An effective risk assessment should be a composite of multiple factors. It depends upon
the circumstances and certain factors may be weighed more heavily than others.
Another consideration for the risk assessment is the account and transaction
parties. New accounts should be compared with OFAC lists prior to being
opened or shortly thereafter. However, the extent to which the institution includes
account parties other than accountholders (e.g., beneficiaries, guarantors, principals,
beneficial owners, nominee shareholders, directors, signatories and powers of attorney)
in the initial OFAC review during the account opening process, and during subsequent
database reviews of existing accounts, will depend on the institution’s risk profile and
available technology.

Based on the institution’s OFAC risk profile for each area and available technology, it
should establish policies, procedures and processes for reviewing transactions and
transaction parties (e.g., issuing bank, payee, endorser and jurisdiction). In evaluating
the level of risk, the institution should exercise judgment and take into account all
indicators of risk. Although not an exhaustive list, examples of products,
services, customers and geographic locations that may carry a higher level of
OFAC risk include:

i.  International funds transfers.
ii.  Nonresident alien accounts.
iii.  Foreign customer accounts.
iv.  Cross-border automated clearing house (ACH) transactions.
v.  Commercial letters of credit and other trade finance products.
vi.  Transactional electronic banking.
vii.  Foreign correspondent bank accounts.
vii. ~ Payable through accounts.
ix.  International private banking.
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X. Overseas branches or subsidiaries.
Internal Controls

An effective OFAC compliance program should include internal controls for identifying
suspect accounts and transactions and reporting to OFAC. Internal controls should
include the following elements:

Identifying and reviewing suspicious transactions

The institution’s policies, procedures and processes should address how it will identify
and review transactions and accounts for possible OFAC violations, whether conducted
manually, through interdiction software or a combination of both. For screening
purposes, the institution should clearly define its criteria for comparing names provided
on the OFAC list with the names in its files or on transactions and for identifying
transactions or accounts involving sanctioned countries. The policies, procedures and
processes should also address how it will determine whether an initial OFAC hit is a
valid match or a false hit.

A high volume of false hits may indicate a need to review the institution’s interdiction
program. The screening criteria used by financial institutions to identify name variations
and misspellings should be based on the level of OFAC risk associated with the
particular product or type of transaction. For example, in a higher-risk area with a high-
volume of transactions, the institution’s interdiction software should be able to identify
close name derivations for review. The Specially Designated Nationals (SDN)/Blocked
Persons List's attempts to provide name derivations may not include all derivations.
More sophisticated interdiction software may be able to catch variations of an SDN's
name not included on the SDN list.

Lower-risk institutions or areas and those with low volumes of transactions may decide
to manually filter for OFAC compliance. Decisions to use interdiction software and the
degree of sensitivity of that software should be based on an institution’s assessment of
its risk and the volume of its transactions. In determining the frequency of OFAC checks
and the filtering criteria used (e.g., name derivations), financial institutions should
consider the likelihood of incurring a violation. In addition, financial institutions should
periodically reassess their OFAC filtering system. For example, if an institution identifies
a name derivation of an OFAC target, OFAC guidelines suggest that the institution adds
the name to its filtering process.

New accounts should be compared with the OFAC lists prior to being opened or shortly
thereafter. Financial institutions that perform OFAC checks after account opening should
have procedures in place to prevent transactions, other than initial deposits from
occurring until the OFAC check is completed. Prohibited transactions conducted prior to
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completing an OFAC check are subject to penalty action. In addition, financial
institutions are required to have policies, procedures and processes in place to check
existing customers when there are additions or changes to the OFAC list.

The frequency of the review should be based on the institution’s OFAC risk.
For example, institutions with a lower OFAC risk level may periodically (e.g., monthly or
quarterly) compare the customer base against the OFAC list. Transactions such as funds
transfers, letters of credit and noncustomer transactions should be checked against
OFAC lists prior to being executed. When developing OFAC policies, procedures and
processes, the institution should keep in mind that the continued operation of an
account or the processing of transactions post-designation, along with the adequacy of
their OFAC compliance program will be a factor in determining penalty actions to be
imposed. The institution should maintain documentation of its OFAC checks on
new accounts, the existing customer base and specific transactions.

If an institution uses a third party, such as an agent or service provider, to perform
OFAC checks on its behalf, as with any other responsibility performed by a third party, it
is ultimately responsible for that third party’s compliance with the OFAC requirements.
As a result, financial institutions should establish adequate controls and review
procedures for such relationships.

Updating OFAC lists

An institution’s OFAC compliance program should include policies, procedures and
processes for timely updating of the lists of blocked countries, entities and individuals
and disseminating such information throughout its domestic operations and its offshore
offices, branches and foreign subsidiaries. This would include ensuring that any manual
updates of interdiction software are completed in a timely manner.

Reporting

An OFAC compliance program should also include policies, procedures and processes for
handling items that are validly blocked or rejected items under the various sanctions
programs. In the case of interdictions related to narcotics trafficking or terrorism,
financial institutions are required to notify CBN & NFIU as soon as possible by phone
about potential hits with a follow-up in writing within ten days. Most other items should
be reported through usual channels within ten days of the occurrence.

The policies, procedures and processes should also address the management of blocked
accounts. Financial institutions are responsible for tracking the amount of blocked
funds, the ownership of those funds and interest paid on those funds. Total amounts
blocked, including interest must be reported to the CBN & NFIU by December 31 & June
30 of each year. When an institution acquires or merges with another, both institutions
should take into consideration the need to review and maintain such records and
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iv.

vl

Vi.

vii.

information. Financial institutions are required to also file STRs on blocked narcotics- or
terrorism-related transactions in addition to the blocking reports rendered on OFAC.

Maintaining licence information

Financial institutions are required to maintain copies of customers’ OFAC licences
in their files. This will allow the institution to verify whether or not a customer is
initiating a legal transaction. institutions should also be aware of the expiration date on
the licence. If it is unclear whether a particular transaction is authorized by a licence,
the institution should confirm with OFAC. Maintaining copies of licences will also be
useful if another institution in the payment chain requests verification of a licence’s
validity. Copies of licences should be maintained for five years, following the most
recent transaction conducted in accordance with the licence.

Independent Testing

Every institution should conduct an independent test of its OFAC compliance program
that is performed by the internal audit department, outside auditors, consultants or
other qualified independent parties. For large institutions, the frequency and area of the
independent test should be based on the known or perceived risk of specific business
areas. For smaller institutions, the audit should be consistent with their OFAC risk
profile or be based on a perceived risk. The person(s) responsible for testing should
conduct an objective, comprehensive evaluation of OFAC policies, procedures and
processes. The audit scope should be comprehensive enough to assess OFAC
compliance risks and evaluate the adequacy of the OFAC compliance program.

Responsible Individual

Every financial institution is required to designate a qualified individual(s) to be
responsible for the day-to-day compliance of the OFAC compliance program, including
the reporting of blocked or rejected transactions to the CBN & NFIU and the oversight
of blocked funds. This individual should have an appropriate level of knowledge about
OFAC regulations commensurate with the institution’s OFAC risk profile.

Training
The institution should provide adequate training for all appropriate employees. The

scope and frequency of the training should be consistent with its OFAC risk profile and
appropriate to employee responsibilities.
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14. OVERVIEW AND PROCEDURES FOR
CONSOLIDATED AND OTHER TYPES OF AML/CFT
COMPLIANCE PROGRAM STRUCTURES

1. OVERVIEW OF AML/CFT COMPLIANCE PROGRAM STRUCTURES

A financial institution is required to ensure that its structure and management of its
institution’s AML/CFT Compliance Program and (if applicable) its consolidated or
partially consolidated approach to AML/CFT are adequate.

Every financial institution is required to have a comprehensive AML/CFT Compliance
Program that addresses the requirements of the Money Laundering (Prohibition) Act
and CBN AML/CFT Regulation 2009 applicable to all its operations.

Each financial institution has discretion as to how its AML/CFT Compliance Program is
structured and managed. It may structure and manage its AML/CFT Compliance
Program or some parts of the program within a legal entity; with some degree of
consolidation across entities within the institution; or as part of a comprehensive
enterprise risk management framework.

Many large, complex financial institutions aggregate risk of all types (e.g., compliance,
operational, credit, interest rate risk, etc.) on an institution-wide basis in order to
maximize efficiencies and better identify, monitor and control all types of risks within or
across affiliates, subsidiaries, lines of business or jurisdictions. In such institutions,
management of MLPA, CBN AML/CFT Regulation 2009 risk is generally the responsibility
of a corporate compliance function that supports and oversees the AML/CFT
Compliance Program.

Other financial institutions may adopt a structure that is less centralized but still
consolidates some or all aspects of AML/CFT compliance. For example, risk assessment,
internal controls, suspicious transaction monitoring, independent testing or training may
be managed centrally. Such centralization can effectively maximize efficiencies and
enhance assessment of risks and implementation of controls across business lines, legal
entities and jurisdiction of operation. For example, a centralized AML/CFT risk
assessment function may enable a financial institution to determine its overall risk
exposure to a customer doing business with it in multiple business lines or jurisdiction.
Regardless of how a consolidated AML/CFT Compliance Program is organized, it should
reflect the institution’s business structure, size and complexity. It should be designed to
effectively address risks, exposures and applicable legal requirements across the
institution.
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A consolidated approach should also include the establishment of corporate standards
for AML/CFT compliance that reflect the expectations of the financial institution’s board
of directors, with senior management working to ensure that the Chief Compliance
Officer implements these corporate standards. Individual lines of business policies
would then supplement the corporate standards and address specific risks within the
line of business or department.

A consolidated AML/CFT Compliance Program typically includes a central point where its
risks throughout the institution are aggregated. Under a consolidated approach, risk
should be assessed both within and across all business lines, legal entities and
jurisdictions of operation. Compliance Programs for global institutions should
incorporate the AML laws and requirements of the various jurisdictions in
which they operate. Internal audit should assess the level of compliance with the
consolidated AML/CFT Compliance Program.

Bank Examiners should be aware that some complex and diversified financial
institutions may have various subsidiaries that hold different types of licences and
banking charters or may organize business activities and AML/CFT Compliance Program
components across their legal entities. For instance, a highly diversified financial
institution may establish or maintain accounts using multiple legal entities that are
examined by multiple regulators. This action may be taken in order to maximize
efficiencies, enhance tax benefits, adhere to jurisdictional regulations, etc. This
methodology may present a challenge to the Bank Examiner reviewing AML/CFT
compliance in a legal entity within an institution. As appropriate, Examiners should
coordinate efforts with other regulatory agencies in order to address these challenges
or ensure the examination scope appropriately covers the legal entity examined.

Structure of the AML/CFT Compliance Function

Financial institution has discretion as how to structure and manage its AML/CFT
Compliance Program. For example, a small institution may choose to combine its
compliance with other functions and utilize the same personnel in several roles. In such
circumstances, there should still be adequate senior-level attention to
AML/CFT compliance and sufficient dedicated resources. As is the case in all
structures, the audit function should remain independent.

A larger and more complex institution may establish a corporate AML/CFT compliance
function to coordinate some or all its responsibilities. For example, when there is
delegation of AML/CFT compliance responsibilities and its Chief Compliance
Officer is located within lines of business, expectations should be clearly set
forth in order to avoid conflicts and ensure effective implementation of the
AML/CFT Compliance Program. In particular, allocation of responsibility should be
clear with respect to the content and comprehensiveness of MIS reports, the depth and
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frequency of monitoring efforts, and the role of different parties within the financial
institution (e.g., risk, business lines, operations) in AML/CFT compliance decision-
making processes. A clear communication of which functions have been
delegated and which remain centralized help to ensure consistent
implementation of the AML/CFT Compliance Program among lines of
business, affiliates and jurisdictions. In addition, a clear line of responsibility may
help to avoid conflicts of interest and ensure that objectivity is maintained.

Regardless of the management structure or size of the institution, AML/CFT compliance
staff located within lines of business are not precluded from close interaction with the
management and staff of the various business lines. AML/CFT compliance functions are
often most effective when strong working relationships exist between compliance and
business line staff.

In some compliance structures, the compliance officers could report to the management
of the business line. This can occur in smaller institutions when the AML/CFT
compliance officer reports to a senior officer; in larger institutions, the compliance
officer could report to a line business manager; or in a foreign owned financial
institution, its Nigeria’s operations could be reported by the compliance officer to a
single officer or executive. These situations can present risks of potential
conflicts of interest that could hinder effective AML/CFT compliance.

To ensure the strength of compliance controls, an appropriate level of its
compliance independence should be maintained, for example, by:

i. Providing AML/CFT compliance officer a reporting line to the corporate
compliance or other independent function;

i. Ensuring that AML/CFT compliance officer is actively involved in all matters
affecting AML risk (e.g., new products, review or termination of customer
relationships, filing determinations);

iii.  Establishing a process for escalating and objectively resolving disputes between
AML/CFT compliance officer and business line management; and

iv.  Establishing internal controls to ensure that compliance objectivity is maintained
when AML/CFT compliance officer is assignhed additional responsibilities.

Management and Oversight of the AML/CFT Compliance Program

The board of directors and senior management of a financial institution have different
responsibilities and roles in overseeing and managing AML/CFT compliance risk. The
board of directors has primary responsibility for ensuring that the financial institution
has a comprehensive and effective AMLCFT Compliance Program and oversight
framework t